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Creation of an Executable by an
Executable (R{TAI#ETZ71ILICED
EITARET 71 L DIER)

Wow6432Node CurrentVersion Autorun
Keys Modification (Wow6432Node
CurrentVersion BBIR{TF—DEE)

0,
6%
. Process Creation Using Sysnative

Folder (Sysnative 7#)L 4% {ERALT:
70X DFR)

User with Privileges Login
(€51 1= B %101 122 N Ry )

. Process Start From Suspicious Folder
(FER7ALSH 5D TOE )

CurrentVersion Autorun Keys
Modification (CurrentVersion HEIR{T
F—DEHE)

Disable Microsoft Defender Firewall via
. Registry (L2 FJ%7t LT Microsoft
Defender 771 7 #—ILD#E31L)

PowerShell Create Scheduled Task
(PowerShell IZ&B R T Pa—ILiEH
BRI DIERE)

. Suspicious Call by Ordinal
(FRICEZFERIFTHL)

. Stop Windows Service
(Windows #—E X Df$1E)
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Sigma JL—JL

Creation of an Executable

by an Executable (321T70J&E

T & B EITARE
771 ILDIER)

Wow6432Node
CurrentVersion Autorun
Keys Modification
(Wow6432Node
CurrentVersion B#13E1T
F—DEE)

Process Creation Using
Sysnative Folder
(Sysnative 7#)L 4%
FERALETOEIDMER)

User with Privileges Login
(CE7 i AmEr b 9% )1 -iRAN
a1—%-)

Process Start From
Suspicious Folder (R&%
THILAH 5D 7Ot ZFR)

CurrentVersion Autorun
Keys Modification
(CurrentVersion BEIE1T
F—DEE)

Disable Microsoft Defender

Firewall via Registry
(LPZRRUENLE
Microsoft Defender
T7A T I —ILDEIL)

PowerShell Create
Scheduled Task
(PowerShell I2&3
RTTa—IILBEHRARTD
ERK)

Suspicious Call by Ordinal
(FHUCLBTERMFUHL)

Stop Windows Service
(Windows #—E X D1Z1E)
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(ASEP) DEEZERHMT S

Sysnative 7#JL4 (Cobalt Strike
ICEKDERICZLLFERIND) ZfE
B350t XERMA X2 bR
EX)

FIEED ) —TPEEENE CEFkR
DY B TIN—T EIIIHFFEICED
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TFLI7ATIA—ILDEMLFT
ISZEEEIRHTS

BEEHAA—ROPERITH IR
BETORTI2—ILEHRTET 3.
Windows R XAV X Pa—SEH
DEWVWZIRFT S

rundll32.dll TR R—FATDE
#MEFERAL- DLL OFRB RV H
LZE®RHT 3

ZIERD Windows H—E X =&
g3

MITRE ATT&CK Fi&

WREDRH | WY T
-T1587.001

EEFEFEOJ A VRO
Autostart DE1T :
LK) Run£—/
AZ—=T7YTITHILA -
T1547.001
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-T1055

IEFRT7HO>H-T1078
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Sigma JL—JL : Creation of an Executable
by an Executable (EfTAIEEZ 7 1/LICS B
E1TAIFEZ 71 /L DIEFE)

CDIE|L Sysmon TNk ID 11 FileCreate |ZBEELT
O FD exe T7AILICES exe 771 ILDIER TR
INTWVWET, NAFUDIERND A SN/ RDO—E %
LUMIZRLFE T,

> C:\Users\<user>\AppData\Local\Temp\
> C:\Users\<user>\Desktop\

> C:\Users\<user>\Downloads\

> C:\<custom_ path>\

> C:\ProgramData\

Sigma JL—JL : Wow6432Node
CurrentVersion Autorun Keys Modification
(Wow6432Node CurrentVersion
HE)E{T+—DEE)

CDWE|L Sysmon A Rk ID 13 LY 2Bty MRS
ELTED. LY XNIADOBERBIERR > (ASEP)
DEEHNEENET T, X1>D AutoRun LI AR F—%
LURISRLE T,

HKEY_CURRENT_USER\Software\Microsoft\
Windows\CurrentVersion\Run

« HKEY_CURRENT_USER\Software\Microsoft\
Windows\CurrentVersion\RunOnce

HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Run

« HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\RunOnce

BEETF—IE. BIFED Windows OB IC/=&BI T
ERCEE T, -

«  Windows =T

«  Microsoft Windows RZ-1/\—

o IURTO—T—
«  Windows Y —EXDRIN O X

BAOEE (fl: REDNR ED/NAF 1R
AppData ZAIAHDR IV TRRE) IZEoTLI AN
DX —DENELRZIZENHDFT,

Sigma JL—JL : Disable Microsoft Defender
Firewall via Registry (L X FUEN LT
Microsoft Defender Z71 77 2—/L D

351 (A

CNHDBEF Sysmon ARV ID 13 LY ZMUELY
MIBEELTEHE DL PowerShell. regexe. F7zi& APl IF
CHELABCOFEZFEALTLY AN ZEE L.
Microsoft Windows Defender Z#&zhb L& 9. CNEE
RWITBDIC. BETIVZ—IERDL AN UBZRFE
DETEELFT, fl:

>HKLM\System\CurrentControlSet\Services\
SharedAccess\Parameters\FirewallPolicy\

DomainProfile\EnableFirewall

> DWORD (0x00000000)

BRICHBEDMDIESFEL)
SEOREHE. BRTIZ—DERLIY>TILT
BRATNI-ZDMDIREFEVEBNLED

7O0tX : cmd.exe

COBHEOIRDIEVIL. cmd.exe ZEALT. BILCRSR
WU T T DOERLZ YT OIEERLET,

sc.exe (BIAAA VTR T2 BI4ERINS)
ping.exe
findstr.exe

schtasks.exe (BUBRFE. 1EBLFE. 3E=1THT 3 BI4RL
Ih3)
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cmdexe *ERTIEEH2I— ROBENTFICRL ’

95 “

> cmd /c start /b sc start Schedule&ping
localhosté&sc query Schedule|findstr )
RUNNING&& (schtasks /delete /TN Ddrivers / ‘ .. r' S -
f&schtasks /create /ru system /sc MINUTE / ’ “

mo 50 /ST 07:00:00 /TN Ddrivers /tr \”cmd. ' "‘ -
exe /c c:\\windows\\SysWOW64\\drivers\\

svchost.exe\” &schtasks /run /TN Ddrivers).

O+ X : cvtres.exe

COBEOIRDEWVNE. RAT 75177V hEERLT —
IN—ANDFEFHEEILLE T, cvires.exe #BRATIEED
B2OA—ROHIZELITICRLED,

> \”C:\\Windows\\Microsoft.NET\\
Framework\\v4.0.30319\\cvtres.exe\”
HiddenEyeZ Client 191.101.30[.]201 8880
NmWblLaOd

O+ X : Autolt3.exe

COBHEOIRZE L. Autolt3.exe (Autolt v3 X7k
EEOIAVR—2UN ZFERALT BEEHZEHNDID
IRV hZERERITLET, 72213 BlackBerry Tld.
COM N1 Pvvy (EROSATLOAVR—RUEADE
BEEEHDZIA—RANOBRBICEZHEZ D) ICLDKEME
DOHEREFAD Autolt 7L (B .au3 IR F % 1fE
) #ERALTVEYT, BETIX—E COM /N1 Jvyy TOR=IE COMNTEry 2 E AL T
#@EALT. BEH3 DL THLLWIVRURERL. BEBSDLL THLOIFUESFAL.

N50 DLL EEEDFRL—> 3> CRIFLET. B NSO DLL ZRFEDTNL—=23>T
ETLET,

> registry SetValue

> HKCR\\CLSID\\{OEE7644B-1BAD-48B1-9889-
0281C206EB85}\\InprocServer32\\ (Default)

> C:\\Users\\<user>\\AppData\\Locall\\
Temp\\JSAMSIProvider64.dll
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