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Cybersecurity vs Safety | MEERE5IhgERESRIXTEE
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Standardization for Vehicle Cybersecurity WP.29 & ISO 21434
EHMEREIRENL - WP.29 F0 1S0 21434
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(FE) MEKXK/EE
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Certlflcate

1ISO 21434 Certification Activities -
ISO 21434 'LA'LJ-_EEEER E/J -& . Fyber Security Management

o cs u (TUV Ohal J:
ISO/SAE 21434 - Automotive Tier Supplier
ACSM 129, Maturity Level 2: Managed

ONXH A B EFEHMIREEEAR (QNS) cuetoomen;,  Mutthary st

& Location 1001 Famar Road
Ottawa, ON K2K 0B3

- BEEZMTIWFRAERTIEE R ML 2 24N e

Scope of Certification
according to

° }ﬁlj] i%' i\i T % /l\o EM%ﬂ_)ﬂ E/\J '&;‘ -I;-l— o m 21434:2021 - Road Vehicles-Cybersecurity Engineering

Clause 4 - General Considerations

Clause 5-0 ional Cyb ity M

Clause 6 - Pro[act dent Cyb ity Manag
Clause 8 - Continual cybemcumyacﬂvm»s
Clause 9 - Concept

Clause 10 - Product dev: dopm nt

o ONXFRIRZE5 T 1S0 21434%RrERIEIE Ol 13- o et

Clause 15 - Threat lysi andﬂsk

Achieved Maturity Level: ML2 - Managed

The Certified Company has successfully demonstrated during an audit process that an Automotive
om A =] Cybersecurity Management System has been defined and implemented. it will be applied in the
[ ] QNX/}".,fEE?ﬁ 1%: I SO 21 434 MLZ}A'L[E concept design, development, operation and maintenance of commercial oparating systems,
hypervisors, development tools, support and services, all purpose-built for the world's most critical
embedded systems.

Purpose of the audit is moblamavndenceof i with the orgar i requirsments
related to A tive Cyb y Manag Pr accordngtoﬂ'beScope of
Certification.

® **kﬁﬂ’]QNXF‘ I:Il:l'{\ *ETE I SO/SAE 21 434 ML3 ?j_-iAiIEo This ACSM Certification only refers to the listed company location and their involved departments,

which comply with the organizational requirements for the listed Scope of Certification. It does not
replace any kind of product specific confirmation measures including product specific audits,
assassments or according certifications.

Validity This certificate is valid until 2025-06-14

o ONXISEBII S SHNEMETFERES) . REIE TR i) TOV Rhieland ik

W { e — Funktionale Sicherheit

FHME (NFZLEEEOM FHN, HFEFEM WO G U
WP. 29F11S0/SAE 21434K9 & H1E . e

Automation F Sal Ypon N,
Am Gr: ::mumnormsamy e documented in Report No. SS&/ACSM 129.0024 dated 2024-05-13. Issued by the certification body accredited by
DAkka:udng 1o DIN EN ISONEC 1 7w5 The accreditation is coly valld for the scope Ested in the annex to e

51105 Cdlogne - Germany accreditation certficate D-ZE-11082-0

www_fs-products.com
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Executive Order 14028 & SBOM (Software Bill of Materials)
1T S 14028 FNER 4475 B

{TIB#r$ 14028 (EO 14028) F2021E58 %%
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IR S A9 ) AT RE =4 (BRI
(PER: ERCURBAESHNELLIRE, FIZME SBOM MUMRERHHNERS

SBOMEERAH[EZR: Hal SBoM MK FAEEEHEEE, EEWBSERTHEtERMBXFES, 6F:
BREE: @i (MEHMER) (CRA) ZEUESIR RS SBOM HIERRLIEHE.
AAFMESE: EHMERSEIE, WiRSFIRETRIRE,
SHEE: BEMW, MRGFELATMTRSERNE, TiELEREEREMERERLOIERRE T
I OMEAH SBOM,

SBOM {EN—METKMEREHEY, WHAERKKE ZHERMBXRS, LHEMEE N E
BEEHAES.
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BlackBerry QNX Software Product Portfolio
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Next Gen Automotive SDV Architecture
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BlackBerry QNX Software Product Portfolio
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I1ISO 26262
IEC 61508
IEC 62304
EN 50128
EN 50657

ONX Cloud Enablement

QNX Frameworks and core add-ons

QNX Operating System

QNX Hypervisor

QNX Software Development Tools

Mg R LI

Cabin B Az
QNX Sound TRSHRS

Sensor Fmwk
Crypto, PKI,

Cert Mgmt, Code
Signing, SBOM,
Incident Response

FIPS
WP.29
ISO 21434
CC 15408

BlackBerry QNX Global Professional Services
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Certified Products & Services | &£ IAUEHY = & F0BR
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PRODUCTS

‘ ISO 26262 ‘ IEC 61508 ‘ IEC 62304 ‘ EN 50128 ‘ EN 50657

QNX OS for Safety

Safety-Certified C++ Library

QNX Hypervisor for Safety

QNX Comms for Safety

QNX File System for Safety

QNX Encryption for Safety wpoming

QNX Graphics Safety Monitor

<lalalalals s

SERVICES

Safety Training

Safety Audit

Safety Software Development

Safety-Certified BSP Startup

Safety-Certified BSP Components

Safety Architecture Consultation

Safety Workshops
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Significant Progress Against Strategic Roadmap Priorities
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QNX 8.0 Commercial Release
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o ERMBHE FRTE 1 PERE, SFr64
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« QNX 8.0 Hypervisor
o B HEETARTE AN AR A B A AT

Virtualization Support via VirtlO
Standards Contributions

BlackBerry IVY GA Release

o KA ZAENIEERR

Safety Enhancements

« BT E A2 EAER EIMEHESE
o AT EIXIRFEAT WL B A AR R G A
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=P ) CHHB AT
780

Security Upgrades
o I@N0T PALE L4y A AT S i S LA A

o $£1521S0 21434i)\ilF

B 1 SCRAR G R WP.29 & MM A A

E

Cloud Enablement
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Open-Source Project Support

RUST Programming Language
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X

Partner Integrations
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Enabling Innovation at Scale in 2024 and Beyond
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Unified Code Base with Interchangeable Safety Levels
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QNX Software
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Benefits of our Certifications
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QNX Safety and Security Value Proposition
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Thank you
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